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NMHOOPMALUMOHHASA NMAMATKA
And oObYYAIKOLWKUXCA And PASMELLEHUA
HA O®UUUNATJIbHbIX UHTEPHET-PECYPCAX

C KaXAbIM TOJOM MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIBbIIE, a MIKOJIBHUKHA OJHU U3
caMbIX AaKTHBHBIX IIOJb30Baresiell PyHera. Mexay TeM, MOMHMO OIPOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJieMbl. DTa maMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJ/IUThCS B CETH.

KomMnbroTepHble BUPYCbI

KoMIIbIOTEpHBIN BUPYC - 9TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOrPAMM, OTIUYHUTEIBHON
0COOEHHOCTBIO KOTOPOIl SIBIISIETCSI CIIOCOOHOCTH K Pa3MHOXKEHHIO. B 1omonHeHHe K 3TOMYy,
BUPYCbl MOTYT MOBPEAMTb MJIM IIOJIHOCTBIO YHUYTOXUTb Bce (ailibl M JaHHBIE,
MOJIKOHTPOJIbHBIE TTOJIH30BATEI0, OT MMEHU KOTOPOTO ObLIa 3aITyleHa 3apa)keHHas! IporpaMma,
a TaKXe MOBPEeIUTh WIM JIa)KE€ YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (ailnamu B
1es0M. B OonbIIMHCTBE CllydaeB paclpoCTPaHsIIOTCs BUPYChl YEpE3 UHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpamMM:

1. Hcnonb3yii COBPEMEHHBIE OIEpAllMOHHBIE CHUCTEMBl, UMEIOLIUE CEPbE3HbIH YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. llocrosiHHO ycTaHaBiMBail mautu (UM(pOBBIE 3alIaTKU, KOTOpPHIE ABTOMATHUYECKU
YCTAQHABJIMBAIOTCS C ILEJIbI0 J0pabOTKM MporpaMmbl) M Jpyrue OOHOBJIEHUS CBOEH
orepanmoHHol cucreMbl. CkaunBail X TOJNBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEXHUM aBTOMAaTHUYECKOTr0 OOHOBJIEHUS, BKJIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIBIOTEpE IMOJ IpaBaMU IIOJIB30BATeNs, a HE aIMHHHCTPATOpA.
OTO HE TMO3BOJUT OONBUIMHCTBY BpPEAOHOCHBIX MPOrpaMM MHCTAJUIMPOBAThCS Ha TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE NPOTPaMMHBIE NPOAYKTHl U3BECTHBIX IPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub (pU3HYECKUN JOCTYI K KOMIIBIOTEPY [T TOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHWE HOCUTENU MH(OpMallMU, Takue Kak (uemnika, AMCK Wi ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaiiiIbl, MOJyUYEHHBIE U3 HEHAAEKHBIX HCTOUYHUKOB. Jlaxe
Te (paiibl, KOTOpBIE MpUCIIA TBOM 3HaKOMBIN. JIydiie yToUHM y Hero, OTIpaBJIsii I OH Te0e nX.

Cetn WI-FI

Wi-Fi - 3T0 He BuA nepenayn JaHHbIX, HE TEXHOJIOTHs, & BCEro JIHIIb OpeH, Mapka. Eie B
1991 rony Huaepnanzackas kommnaHusi 3apeructpupoBania Openn "WECA", yto o6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoauTcs kak "GecrpoBoHas TOYHOCTH'.

Jlo Hamiero BpeMEHHM JomuIa Jpyras a0OpeBHarypa, KOTOpas SIBISETCS TaKOW Ke
TexHoJoruei. Oto abopeBuatypa "Wi-Fi". Takoe Ha3BaHHE OBUIO JaHO C HAMEKOM Ha CTaHIApT
BbIcIIel 3ByKoBo TexHuku Hi-Fi, uTo B nmepeBojie 03HauaeT "BbICOKasi TOYHOCTH".

Jla, OecrulaTHBI HMHTEPHET-IOCTYN B Kade, OTeNnsX M a’dpomnoprax SBISETCS OTIMYHON
BO3MOXXHOCTBIO BBIXOJ/Ia B MHTEpHET. HO MHOTHE AKCIEpTH CYMTAIOT, YTO 00meaoCcTymHbIe Wi-
Fi cetu He aBnstoTCs 6€30MaCHBIMU.

CoBeTslI 110 6€30MmacHOCTH paboTHI B 00MIe10CTYTHBIX ceTssx Wi-fi:

1. He mnepenaBaii cBoro nuuHylo uHpopMmanuio yepe3 obmenoctynubie Wi-Fi cern.
PabGoTast B HUX, jKeaTeIbHO HEe BBOAUTH ITAPOJH JOCTYIA, JOTHHBI U KaKHe-TO HOMEpa;



2. Ucnonp3yih 1 OOHOBISA aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem caMbIM Thl
obe3omacuib ce0st OT 3aKaUKu BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu wucnoms3zoBanuu Wi-Fi orkmoun ¢yskiuoo "OOmmid goctyn K Qaiinam u
npunrepam". JlanHas (GyHKIUS 3aKpbITa MO YMOJIYAHHIO, OJHAKO HEKOTOpBIE IMOJIb30BATEIU
AKTUBUPYIOT €€ JUIsl y100CTBa HCIOJIb30BaHus B paboTe min y4eoe;

4. He ucnonp3yit nyomuunsii WI-FI qist mepemaun IWYHBIX J@HHBIX, HApUMeEp IS
BBIX0/1a B COLIMAJIbHBIE CETU WX B AJIEKTPOHHYIO I10UTY;

5. Ucnonp3yit Tosbko 3amuiieHHoe coenuHenue yepe3 HTTPS, a ne HTTP, t.e. nipu
Habope BeO-aapeca BBoau UMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun ¢pyakuuo "Tloakmouenue k Wi-Fi aBromatnyecku'.
He nomyckaii aBToMaTn4eckoro moAKIIOYeHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

CoumanbHble ceTu

CoumasnbHble CETH aKTUBHO BXOST B HAIy KM3Hb, MHOTHE JIIOAU pabOTalOT U )KUBYT TaM
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MUIIHAp], YEJIOBEK, YTO SIBISIETCS OIHOM
CeIbMOI BCEX JKUTENEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHWMAIOT, YTO WH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJJeHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM YHCIIE HE 0053aTEIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcHOBHbBIE COBETHI 110 O€30IIaCHOCTH B COLIUANIBHBIX CETAX:

1. Orpannup cnucok apy3eil. Y TeOs B Apy3bsX HE JOJDKHO OBbITh CIy4alHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3ammmail cBOI0 4acTHYIO Xu3Hb. He ykasbpiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYyH JMYHYIO HMHGOpMalMio. 3JI0yMBIIUIEHHUKA MOTYT HCIIOJIb30BaTh JaXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE MPOBECTH KAaHUKYJIbI;

3. 3ammiail cBOIO peryTaLuio - JAEpKU €€ B YUCTOTE U 3ajiaBail cebe BOIpOC: XOTel Obl
TBI, YTOOBI IPYTHe TOJIH30BATENN BUACIH, YTO THI 3arpyxaems? [lomymaii, mpexae 4eM 4To-To
OIyOJIMKOBATh, HAIIUCATD U 3aTPY3UTh;

4. Ecniu ThI TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HAEIllb, HE MCIOJIb3yl CBOE peaIbHOE UM
U JIpYTYIO0 JINYHYIO MH(OPMAIK: UM, MECTO KHUTEIbCTBA, MECTO yUeObl U IIpoUee;

5. N306erait pasmemenus pororpaduii B IHTepHere, rae Tel n300paxeH Ha MECTHOCTH, TIO
KOTOPOX MOXHO OIIPENEIUTh TBOE MECTONOIIOKECHUE;

6. Ilpu peructpanuu B COIMAIBHON CETH HEOOXOIMMO HCIIOJIb30BATh CIIOKHBIE MapoJIy,
cocTosuIre u3 OykB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. g colMalibHOM CeTH, MOYThl U JAPYTUX CalTOB HEOOXOIMMO MCIIONb30BaTh pa3HbIE
naposu. Toraa ecnu Te0s B3J0OMAIOT, TO 3JOYMBIIIJIEHHUKH TOJIYy4aT JOCTYN TOJIBKO K OJAHOMY
MECTY, a HE BO BCE Cpasy.

ANEeKTPOHHbIEe AeHbIM

DNEeKTPOHHBIE JEHBIU - ATO OYEHb YJAOOHBINH CIOCOO IIaTeX e, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh 3TH JICHBIH.

DJNEeKTPOHHBIC JICHBI'M TOSBUJIMCH COBCEM HEIAaBHO M MMEHHO H3-32 ITOTO BO MHOTHX
rocyaapcTBax J0 CHX IOp He MPOIUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM GYHKIIMOHHPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, I/Ie X Pa3/ICIsFOT
Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE M HE aHOHMMHBIE. Pa3HuIla B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOAUTH oOmepanuu 0e3 HIeHTU(UKALUK [O0Jb30BaTeNs, a B
HEaHOHMMHBIX MJIEHTH(UKALNS T0JIb30BATEIN SBISETCS 0053aTEIbHOM.

Taxxe crnenyer pa3nuyaTrh SJIEKTPOHHBbIE (PHATHBIE AEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 0€30MacCHOM padboTe C ITEKTPOHHBIMU J€HbIAMU:



1. TlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblif yJOOHBIH M OBICTPBINA CrIOCOO
BOCCTAHOBUTh JOCTYHn K c4yery. llpuBsizaHHBIA TenedOH TOMOXKET, €clii 3a0yaemb CBOU
IJIATEKHBIN IMapOJIb WU 3aiEIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yit onnopasoBblie napoinu. [locie nepexona Ha yCUJICHHYIO aBTOpHU3aIUIo TeOe
y’Ke He OyIeT yrpoKaTh ONIaCHOCTb KPaXKu WJIM IlepexBaTa IJIaTeKHOT0 apoJis;

3. BeiGepu cnoxxnbIl mapostb. [IpectynmHrukam OyieT He MpOCTO yrajaTh CJIOKHBIN MapoJib.
Hanexnble maponu - 3TO mapoiid, KOTOPBIE COJAEpkKAT HE MEHEe 8 3HAKOB M BKIIOYAIOT B ceOs
CTPOYHBIE U TPONUCHBIE OYKBbI, HU(GPHl U HECKOJBKO CHUMBOJIOB, TaKM€ Kak 3HAK J0JuIapa,
¢byHTa, BOCKJIMIIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEpPSICIIb.

AneKTpoHHasA no4ta

ONEeKTpPOHHAs 0YTa - 3TO TEXHOJIOTHA M IPEJOCTABISEMBIE €10 YCIYTH II0 MEPECBUIKE U
MOJYYECHUIO AJIEKTPOHHBIX COOOILICHHN, KOTOPBIE PACHPEACISAIOTCS B KOMIBIOTEPHOW CETH.
OO6b14HO JIEKTPOHHBIN IIOYTOBBIA  SIMMK  BBITJISAUT CJIELYIOILUM oOpazom:
UMS_TIONIb30BATEII(@UMsSL_JOMEeHa. Takke KpoMme IepeJadyd MpOCTOr0 TEeKCTa, HMEeTcs
BO3MOYKHOCTb Ilepe/iaBaTh (paiiibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe € ANEKTPOHHON TOUTOM:

1. Hano BIOpaTh mpaBHIIBHBIA MOYTOBBIN cepBHC. B MHTEpHETEe ecTb OrpOMHBIN BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4lle JOBEPATh TEM, KOTO 3HAEUIb U KTO NEPBBIH B
pEUTHHTE;

2. He yka3pIBail B NTUYHOW To4YTe JTUYHYIO HHpopmanuio. Hanmpumep, mydmie BbIOpathb
"My3bIKanbHbIN _(panat@" unum "pokx2013" Bmecto "temal3";

3. Hcnonb3yil IBYX3TAIMHYIO aBTOPHU3AIMIO. JTO KOTrJa MOMUMO MAapoJisi HY)KHO BBOJUTH
KO/, TpUcChIIaeMbIii 10 SMS;

4. BoeiOepu CiOXHBIA Taponb. IS KaXIOro IOYTOBOTO SIMHKA JOJKEH OBITh CBOU
HAJECKHBIW, YCTOWYUBBIN K B3JIOMY I1apOJlb;

5. Ecnm ecTp BO3MOXXHOCTH HamMcaTb CaMOMY CBOW JIMYHBIM BOIPOC, HCIOJB3YH 3Ty
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIIMKOB. IlepBbIii A8 4acTHOM HeEpenucKku ¢
azpecaTamMH, KOTOPBIM Tbl JOBEpsEUIb. JTO 3JIEKTPOHHBIM agpec HE HAJO HCIIONb30BaTh IPU
peructpanuu Ha popymax u carax;

7. He oTkpbIBail ¢aiinbel U Apyrue BIOKEHHs B MUCbMaxX, Aa)Ke €CIM OHU MPHUIIIH OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISIIN I OHU TeOe 3TH (ailiibl;

8. ITocne okoHuaHust pabOTHI HA MOYTOBOM CEPBHCE Mepes 3aKPhITUEM BKIIAJKH C CAHTOM
He 3a0y/b Ha)kaTh Ha "BoriiT".

Knb6epOynnuHr unu BuptyanbHoe nsaeBaTesibCTBO

KubepOynnuHr - npeciiejoBaHle COOOIIEHUSIMHU, COAECPKAIIUMU OCKOPOJIEHUS, arpeccutio,
3alyruBaHue; XyJIUTaHCTBO; COLMAbHOE OOWKOTHPOBAHUE C MOMOILBIO Pa3IMYHBIX MHTEPHET-
CEpPBHUCOB.

OcHOBHBIE COBETHI O 60PHOE ¢ KUOEPOYIITMHIOM:

1. He Gpocaiics B 60ii. JIyumuii crmoco0: mocoBETOBATHCS Kak ce0sl BECTU U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTuUThCs, TO BHayalle YCHOKOUTbCA. Ecinu Tbl HauyHemb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHSI, TO TOJIBKO el 0O0JIbIIe pa30XKellb KOH(IINKT;

2. Vrpagisii cBoel kubeppenyTaiuei;

3. AHOHUMHOCTh B ceTd MHHMasg. CyIIeCTBYIOT CIOCOOBI BBISCHUTh, KTO CTOMUT 3a
AQHOHUMHBIM aKKayHTOM;

4. He crouT BecTu XyJUTaHCKUI 00pa3 BUPTyaslbHOM Xu3HU. VIHTEpHET (ukcupyer Bce
TBOM JICHCTBUS M COXpAHSET UX. Y AAUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;



5. CoGurosaii CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHnyHbli HeraTuB. OqHOpPA30BbIE OCKOPOUTEIBHBIC COOOIIECHUS JTYYIIe
UrHOpHpoBaTh. OOBIUHO arpeccusi NPEeKpaaeTcsl Ha HAaYaJIbHOM cTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOILEHUSIMH, B COLIMATIBLHBIX
CeTAX €CTh BO3MOXHOCTH OJIOKUPOBKHU OTHPABKH COOOIICHUI C ONPECTICHHBIX aIpECOB;

8. Ecmu TBI cBumerens kuOepOymwimHra. TBou JCHCTBUA: BBICTYNHTH IPOTHUB
IIpecieioBaTes, MoKa3aTb €My, YTO €ro JACHCTBHUS OLEHUBAIOTCS HETaTUBHO, MOJAJEPKATh
KEPTBY, KOTOpPOM HYXKHA IICUXOJOTHMYECKas IOMOIlb, COOOLIUTH B3pOCIbIM O ¢akre
arpecCUBHOIO IOBEJCHUS B CETH.

Mo6unbHbIN TenedoH

CoBpemenHble cMapT(OHBI U TUIAHIIETHI COJEPKAT B ceOE BIIOJIHE B3POCIBIN (PYHKIIMOHA,
U Tenepb OHM MOTYT KOHKYpPHUPOBAaTh CO CTAallMOHAPHBIMH KOMIbOTepaMu. OJHAKO, CPEICTB
3alUTHI U1 TOJOOHBIX YCTPOMCTB MOKa OY€Hb Mayo. TeCcTMpoBaHWE U MOUCK YS3BUMOCTEH B
HUX TPOUCXOIUT HE TaK WHTeHCUBHO, kKak 1 [IK, To xe camoe kacaeTcss U MOOMIBHBIX
IIPUIIOKEHUN.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPaKTHUYECKHU TOTHAIM HACTOJbHBIE aHAJIOTH,
OJTHAKO paciiupeHue (yHKIHOHANA BJIE€YET 3a CO0OW OOJNBIIYIO CIOXHOCTb M MEHBIIYIO
3aIUIIEHHOCTbD.

Jlaneko He BCE€ NMPOU3BOAMTENN BBITYCKAIOT OOHOBJIEHMSI, 3aKPbIBAIOLIUE KPUTHYECKHE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMNCTB.

OcCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TesiehoHa:

Huyero He siBnsiercst mo-HactosimieMy OecruiaTHbIM. Byns octopoxeH, Beab korja Tebe
npeiaraoT OecryiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKUe-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexe ueM oTnpaButb SMS, ¢oro mim Buaeo. Thl TOYHO 3HACIIB, T1I€ OHU OyayT
B KOHEYHOM UTOTE?

Heo6x011M0 0OHOBIIATH ONEPAIIMIOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaAMMBbI 1J11 MOOMJIBHBIX TeNe()OHOB;

He 3arpyxaii nmpuiaoxkeHHs OT HEU3BECTHOTO MCTOYHHUKA, BeJlb OHU MOTYT COJEPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00€CIIeUeHHUE;

[Tocme Toro kak Thl BBIAJENIb C caiiTa, T BBOAWUI JIMYHYIO HHPOpPMAIHIO, 3aiau B
HACTPOWKHU Opay3epa U ynaiau cookies;

[Teproanuecku nmpoBepsii, KaKUe IIATHBIE YCIYTH aKTUBHPOBAaHBI HA TBOEM HOMEPE;

JlaBail cBoil HOMep MOOUIIBLHOTO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HA€lIb U KOMY
JIOBEpsICLIb;

Bluetooth gomxen ObITH BBIKITIOUEH, KOT/a Thl UM HE TOJb3yemibes. He 3a0biBaii mHOTIA
IIPOBEPSATH 3TO.

Online urpbl

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KPACOUHbIE, 3aXBaThIBAIOLIME pPA3BICUYCHMUS,
00BEIMHSIONINE COTHHU THICSY YEJIOBEK MO BceMy MHpY. UTrpoku McCaeayroT JaHHBIA UM MWD,
00IIArOTCS APYT C IPYTOM, BBIMOJTHSIOT 3aJaHUs, CPAKAIOTCS C MOHCTPAMH H TMOJTYYalOT OIBIT.
3a yJOBOJBCTBHE OHH IUIATAT: MOKYMAIOT JUCK, OIUJIAYMBAIOT a0OHEMEHT WM TPHOOPETaroT
KaKHe-TO OIIIUU.

Bce »tm cpeactBa umyT Ha TOMJEp)KaHME W PaA3BUTHE WIPHI, a TaKXKE Ha camy
0€30MacHOCTh: COBEPIIECHCTBYIOTCS CHCTEMBl AaBTOPH3AIlMU, BBHIMYCKAIOTCS HOBBIC TAaTYU
(undpoBbIe 3aMmaaTKU AJIs IPOrpaMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1momoOHBIX UTpax CTOMT OmMacaThCsli HE CTOJBKO CBOMX COMEPHUKOB, CKOJIBKO KPaKu
TBOETO IMapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPH3alUU OOJIBITMHCTBA UTD.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO HTPOBOTO aKKAYHTA:



1. Eciim npyroii urpok Bener cedsl TII0XO MM CO3JaeT Tede HEMPHIATHOCTH, 3a0JI0KUpYyH
€ro B CIIUCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM UIPbl HA IUI0XOE MOBEAEHUE ATOI0 UTPOKa, )KEJIATEIbHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTebCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(uIMaIbHBIE TTATYH U MOJIBL;

6. Mcnonb3yii cokKHbIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpemMs WUIPbl HE CTOMUT OTKJIIOYaThb aHTUBHpYyC. IIoka Thl Wrpaemsb, TBOU
KOMITbIOTEP MOTYT 3apa3uTh.

PULINHT Unun KpaXxa NINYHbIX AaHHbIX

OObIuHOM Kpaxkel JeHer M JIOKyMEHTOB CErofHs Y€ HHUKOr0 He YIMBHILL, HO C
pa3sBUTHEM HWHTEPHET-TEXHOJOTHH 3JOYMBIIJICHHUKA TEPEMECTUINCh B  HHTEPHET, H
MIPOJIOJDKAIOT 3aHUMATHCS " TFOOUMBIM" J1EJIOM.

Tak mosiBHIIacCh HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DHUIIUHT, TJIaBHAS LEJb
KOTOPOI'O COCTOUT B IOJYYEHMH KOH(PHIEHIMAIbHBIX NaHHBIX I0Jb30BaTEJIeH - JOTMHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummar (ot fishing - peiOHas oBis,
password - mapoJis).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl oJj03peBaelilb, 4TO TBOSI aHKETa Obljia B3JI0MaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOLIUTh aAMMHHUCTPATOpPaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonp3yit Ge3omnacHble BeO-CalThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB U MOUCKOBBIX
CHCTEM;

3. Vcnonp3yii CIIOKHBIE W pa3Hble mapoid. Takum oOpa3om, eciii TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH MTOJTy4aT JOCTYH TOJIBKO K OJTHOMY TBOEMY NPO(UIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B3OMalii, TO HEOOXOIMMO NMPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
noOaBiieHbl y T€Os B IpY3bsIX, O TOM, YTO TeOsI B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU OyzAeT
pacchUIaThCsI CIIaM U CCHUTKH Ha (DPUIITUHTOBBIE CANTHI;

5. YcranoBu HaznexHbli napons (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKJIIOYM COXpaHEHHUE maposs B Opaysepe;

7. He oTkpbIBail ¢aiinbel U Apyrue BIOKEHHs B MUCbMaxX, Aa)Ke €CIM OHU MPHUIIIH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTHPABIISIIN JIU OHU TeOe ITH (Pailiibl.

LUndposas penytaums

[udposas penyrauus - 3To HEraTHUBHAs WIM MO3UTHMBHAs HMH(opmauus B cetu o Tede.
Komnpomerupyromas uHbopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeH peanbHOH xu3HU. "lludpoBas penyranusa" - 3To TBOW MMHIK, KOTOPBIN
dopmupyercs u3 uHopMalu o Tebe B UHTEPHETE.

TBoe MecTo KuTeNbCTBa, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapakTepa 1
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noJpoCTKU JIETKOMBICIIEHHO OTHOCSTCS K MyOJMKaluu JUYHOW MH(pOpMaluu B
WuTepHeTe, HE MOHUMAas BO3MOKHBIX MOCIEACTBHM. ThI aXke HE CMOXKEIb J0ralaTbCs O TOM,
yT0 (hoTorpadusi, pa3merieHHas 5 neT Ha3a/, cTajla IPUYMHON 0TKa3a NPUHATH Te0s Ha paldoTy.

KommenTtapuu, pazmenienue TBoux ¢ororpaduii u Apyriue AeWCTBUS MOTYT HE UCUE3HYTh
Jake MocJie TOro, Kak Thl UX yJalUIIb. Thl HE 3HaelIb, KTO COXpaHWII 3Ty HH(OpMalLIKIo, Ionana
J¥ OHAa B IOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JM OHA, a TJaBHOE: YTO MOAYMalT o Tebe
OKpY’Karolllue JII0JIU, KOTOpble HAWIyT U YBUIAT 3T0. HailTu uHOpMaluo MHOTO JIET CIyCTS



CMOXeT JI000# - Kak U3 JOOpbIX MOOYXKIEHHH, TaKk U C HaMEepeHHEeM MPUYUHHUTH Bpeld. DTO
MOKET OBITh KTO YT'OJTHO.

OcHOBHBIE COBETHI 10 3auTe HU(PPOBOI penyTauu:

1. Ilogymaii, npexnae yeM 4TO-TO MYOJIMKOBAaTh M IepefaBaTb y ce0s B Osore Wid B
COIIMAILHOM CETH,

2. B nacrpoiikax npoduis yCTaHOBM OTPaHMYEHHUS HA IPOCMOTP TBOETO MpO(Uis U ero
COJIEP’)KUMOT0, ClIeNail ero TOJIbKO "Isl Ipy3en';

3. He pa3meniaii u He ykas3blBall MH(pOpPMAIHIO, KOTOPas MOXET KOro-iIubo OCKOpOJIsATh
WA OOMXKATh.

ABTOpCKOE npaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNM HU(POBOTO MpocTpaHcTBa. OqHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOTMMHU BO3MOXKHOCTSMHU LU(GPOBOro Mupa Tpedyer
COOJIIOJICHHS TTPaB HA MHTEIICKTYAIbHYIO COOCTBEHHOCTD.

TepMun "WHTeIUIEKTyalbHass COOCTBEHHOCTH' OTHOCUTCS K pa3jiMYHBIM TBOPEHHIM
YeJIOBEYECKOr0 yMa, HauMHas C HOBBIX M300pPETEHHI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
HAa TMPOIYKTHl M YyCIOyrd, W 3aKaHyuBas KHUramu, Qororpagusmu, KUHOUIBMAMH U
MY3BIKQIbHBIMH TPOU3BEACHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh HA MPOU3BEACHUS
HaYKH, JINTEPATYPBl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAY€CTBE FAPAHTHH TOTO, YTO
MHTEJJICKTYaIbHBIM/TBOPUECKUN TPyA aBTOpa He OyneT HampacHBIM, AAcT €My CIIpaBeAUBBIC
BO3MO>KHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOEro TPYyHa, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paspelnieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €r0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOIWYHO
UCIIOJTHSATH, IOKa3bIBATH/UCIIONHATE B Adupe Win pa3Meniath B UHTepHeTe.

Ucnons3zoBanue "muparckoro” mporpaMMHOTO O0OECIeUeHHUsT MOXKET MPUBECTH K MHOTHM
pHCKaM: OT TMOTEepPH JAaHHBIX K TBOMM AaKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, Il
yCTaHOBJIEHA HellerajibHas nporpamma. He cTrouT Takxke 3a0bpIBaTh, YTO CYIIECTBYIOT JIETajdbHbIE
U OecrlaTHbIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopTane

CereBnuok.p¢ - TBOM TJaBHBI COBETYMK B CETH. 3JeCh Thbl MOXEIIb Y3HaTb O
0€30MacCHOCTH B CETHU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUM KPUTHUECKOM
CUTyallud OOpaTUThCS 3a COBETOM. A TaKKe MPUHATh y4acTHE B KOHKYpCaX M CTaTb CaMbIM
M (POBBIM TpakTaHUHOM !



